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Cascading Failures in Power Grids Power grids rely on physical infrastructure - Vulnerable to physical

attacks/failures Failures may cascade An attack/failure will have a significant effect on many interdependent

systems (communications, transportation, gas, water, etc.)

This paper focuses on cascading failure in power systems, presents various features related and reviews the

current progress on cascading failure analysis tools and ...

Cascading failures in many systems such as infrastructures or financial networks can lead to catastrophic

system collapse. We develop here an intuitive, powerful and simple-to-implement approach ...

Catastrophic and major disasters in real-world systems, such as blackouts in power grids or global failures in

critical infrastructures, are often triggered by minor events which originate a ...

It utilizes the "cluster" approach to get the initial N-1 or N-2 contingencies. The cascading failure analysis was

performed using US 2007 Eastern Interconnection model summer peak case consisting of approximate 50,000

buses and 65,000 branches.

This paper focuses on cascading failure in power systems, presents various features related and reviews the

current progress on cascading failure analysis tools and models. Cascading failures can be initiated by various

causes, among which many are unexpected and uncontrollable, that a total prevention is beyond the modern

technology.

A DC power flow-based cascading failure analysis is developed to enable the accurate reproduction and

consequences estimation of a cascading event. We use the economic interdependency model to evaluate the

economic impact of a cascading event taking into account spatial explicitness and cross border effects.

In this paper, we demonstrate the interdependence among buses in power systems that experience voltage

instability events by deriving interaction graphs through successive transition probability matrices and the

Markov transition matrix. A quasi-stationary convergence has been observed in the probability transition

matrices, suggesting a pattern in voltage ...

prediction of cascading failures in power system is posed as a binary classication problem. The model output,

yis a label depicting the cascading status,(whereby 0 signies nocascading failure will happen and 1 signies a

cascading failure will happen. Detailed model architecture and parameters are described in Appendix. 2.1

Brief Mathematical ...

characteristics of cascading fault events in power systems. The presence of power law distributions is a

common statistical feature of many complex interactive systems, such as species extinction, natural
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catastrophes, and traffic patterns [1, 2, 6]. In these systems, interconnectedness tends to increase the

previous computational work did not consider power grids and cascading failures. Recent work on cascades

focused on probabilistic failure propagation models (e.g., [17,18,45], and references therein). However, real

cascades [1,2,42] and simulation studies [11,12] indicate that the cascade propa-gation is di erent than that

predicted by such models.

In this article, we investigate the local and nonlocal failure propagation patterns in power systems and propose

effective mitigation strategies. It is widely acknowledged that the sequence of ...

Large blackouts are typically caused by cascading failure propagating through a power system by means of a

variety of processes. Because of the wide range of time scales, multiple interacting ...

This chapter proposes and investigates cascading failure attacks (CFAs) from a stochastic game perspective,

develops a Q-CFA learning algorithm that works efficiently in power systems without any a priori information

and formally proves that the convergence of the proposed algorithm achieves a Nash equilibrium. Electric

power systems are critical infrastructure and are ...

The increasing penetration of wind power may have a profound effect on the cascading dynamics of power

delivery systems. In this study, we consider the impacts of packet traffic congestion, power overloading and

network interaction on the failure evolution, and investigate the impacts of wind uncertainty and penetration

level on the vulnerability of the ...

A cascading failure model needs to overcome unsolvable PFs by moving the system back into a solvable

region, usually by shedding some loads. Previous models have addressed this either by assuming ...

The main mechanism for the rare and costly widespread blackouts of bulk power transmission systems is

cascading failure. Cascading failure can be defined as a sequence of dependent events that successively

weaken the power system (IEEE PES CAMS Task Force on Cascading Failure 2008).The events and their

dependencies are very varied and include ...

This data-driven technique can be used to generate cascading failure data set for any real-world power grids

and hence, power-grid engineers can use this approach for cascade data generation and ...

ACCEPTED FOR PRESENTATION IN 11TH BULK POWER SYSTEMS DYNAMICS AND CONTROL

SYMPOSIUM (IREP 2022), JULY 25-30, 2022, BANFF, CANADA 1 Benefits and Challenges of Dynamic

Modelling of Cascading Failures in Power Systems Yitian Dai1, Robin Preece1, and Mathaios Panteli2

1Department of Electrical and Electronic Engineering, The ...

The cascading risk is quantified by the probability and impact of the cascading events following repeated
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simulation of a wide range of N-2 contingency events. A novel dynamic cascading failure model is developed

to incorporate all frequency-related dynamics, including primary and secondary frequency responses,

under-frequency issues, FFR, etc.

units (PMUs) in power systems allows to develop the real-time protection scheme by estimating the system

states for emergency control [10]. For example, [11] proposes a model predictive approach to prevent the

cascading blackout of power systems by predicting the cascading failure path and taking the corresponding

remedial actions in time ...

Cascading failures in power systems are extremely rare occurrences caused by a combination of multiple, low

probability events. The looming threat of cyberattacks on power grids, however, may result in unprecedented

large-scale cascading failures, leading to a blackout. Therefore, new analysis methods are needed to study

such cyber induced phenomena. In this article, we ...

In this study, we evaluate the impact of frequency control and the penetration of inverter-based resources

(IBRs) on cascading failures in power systems. The modeling of controllers for IBRs requires obtaining

realistic state information during cascading failure processes. However, cascading failure events can alter

system topologies and the power flow Jacobian, leading to ...

The adoption of branching process models to cascading failure analysis is firstly introduced in, . After that,

some improvements have been made upon the models in, . highlighted the importance of the application of

branching process models.

This paper focuses on cascading line failures in the trans-mission system of the power grid. Recent large-scale

power outages demonstrated the limitations of percolation- and epidemic ...

Moreover, the premise behind the above-mentioned cascading failure models is that protection systems are

regarded to be fully reliable. However, a study of power system blackouts in 1984-1988 from North American

Electric Reliability Council indicated that about 75% of blackouts related to hidden failures in protection

devices [].Hidden failures [] in protection ...

Among various power system disturbances, cascading failures are considered the most serious and extreme

threats to grid operations, potentially leading to significant stability ...

a new non-linear dynamic model of cascading failure in power systems (the Cascading Outage Simulator with

Multiprocess Integration Capabilities or COSMIC), which can be used to study a wide variety of different

mechanisms of cascading outages. A variety of cascading failure modeling approaches have
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